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Under Pressure
Nemesis BAS: what happens when we put the defense to 
the test?

Nikos Laleas

Persistent Security Industries Hosted by Net++



Who's on stage

Nikos Laleas
Co-founder, Persistent Security Industries

14 years

in offensive security and 
red teaming

Red teamer

I break into companies for 
a living. With permission.

Nemesis

Co-creator of the platform 
you'll see today
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Today, 12:30–13:00

The setlist

# Track What you get

01 Under Pressure Why owning tools is not proof

02 (It's Not) A Kind of Magic Meet Nemesis, and how it works

03 The Show Must Go On Testing every week, with the AI Operator

04 Don't Stop Me Now Who gets what, and how to start

+ Encore A quick look at the dashboard

? After the show Your questions
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Track 01 · Under Pressure · Audience check

Hands up
Who here has an EDR?

Keep it up if you've tested it against a real attack in the last 30 days.



Track 01 · Under Pressure

Every security control works perfectly in 
the vendor's demo.

The real question is how it holds up in your network, with your 
configuration, today.
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Track 01 · Under Pressure

Can you detect this?

01

A workstation pushing 1 GB 
of data over DNS to a domain 

nobody has seen before

02

Customer data leaving in 
cleartext over HTTP, to a non-

standard high port

03

A workstation contacting 
a specific domain every 65 

seconds 24/7 

If the honest answer is “I think so”, that's exactly the gap.



Track 01 · Under Pressure

A pentest is a photo. Your network is a live show.

Point-in-time

Once a year

A snapshot of a single day

Changes between tests go unseen

Shows you were covered, once

Continuous validation

Every week, automatically

Every change gets re-tested

A trend over time, not one score

Shows whether you're covered now
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Track 01 · Under Pressure · The market

Why now: the pressure is rising

27
seconds

Fastest breakout to a 
second system. Average: 

29 min.

−7
days to exploit

Attacks start before the 
patch exists.

48%
of breaches

were first spotted by an 
outsider, not the victim.

95%
of security teams

report at least one 
skills gap.

Serbia: the new NIS2-aligned Law on Information Security applies since 31 October 2025. Risk assessments 
are due by 2027.

Sources: CrowdStrike Global Threat Report 2026 · Mandiant M-Trends 2026 · ISC2 Cybersecurity Workforce Study 2025 · Serbian Law on 
Information Security



02Track 02 of 04

(It's not) a kind 
of magic
Meet Nemesis, and how it works



Track 02 · Meet Nemesis

Your security only works until it doesn't. Test it 
before attackers do.

The breach and attack simulation platform by Persistent Security Industries, built in Belgium.

Simulate

Real attacker techniques, run 
safely in your network

Automate

Scheduled and repeatable, 
driven by AI and threat intel

Validate

Prevented? Detected? Proof 
instead of assumptions



Track 02 · (It's not) a kind of magic

How it all connects

01 · Intel

Threat intel + 
AI Operator

Decides what to test

02 · Platform

Nemesis platform

Atomics, scenarios, 
schedules

HTTPS

03 · Agents

Agents on 
golden images

Windows, Linux, cloud

04 · Your defenses

EDR, SIEM, firewall

Block it? Alert on it?

08 · Repeat

Re-run and 
compare

On demand or scheduled

07 · Fix

Rules and 
remediation

Sigma rules, next steps

06 · Dashboard

Scores and trends

Mapped to MITRE ATT&CK

05 · Verdict

Prevented? 
Detected?

With outputs and IOCs



Track 02 · (It's not) a kind of magic

Riffs, songs and gigs

The riff Atomic

One real attacker technique, mapped to 
MITRE ATT&CK

The song Scenario

Atomics chained into a full attack, the way 
real threat groups work

The gig Assessment

Scenarios played on your agents, on a schedule 
you choose
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Track 02 · In the product

Ready-made libraries

Atomics

Single techniques. Write your own in TOML and 
upload them.

Scenarios

Ready-made attack chains, or generate one with AI.
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Track 02 · (It's not) a kind of magic

Every atomic sits on the MITRE ATT&CK map

One language

Red and blue teams talk about 
the same techniques

Named gaps

Every miss points to the exact 
technique to tune
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Track 02 · (It's not) a kind of magic

One agent per golden image
A small agent on one machine per distinct configuration. It talks to the platform and runs the techniques.

Configuration 1

Workstation · Windows 11
Agent 1

Configuration 2

Kali VM
Agent 2

Configuration 3

Member server · Server 2022
Agent 3



Track 02 · (It's not) a kind of magic

Safe to play in production

 Agents call out

Nothing calls in. No inbound ports.

 One agent per golden image

Not on every endpoint: a light rollout.

 Clean up, every time

Reverted after each technique.

 Your data, your choice

EU SaaS, on-prem or air-gapped.



Track 02 · (It's not) a kind of magic

Every technique plays in three beats

Play it 1 · Run

The agent executes the technique, like a 
real attacker

Check it 2 · Verify

Did your controls block it or raise an alert?

Pack it up 3 · Clean up

Changes reverted, files removed. Nothing stays 
on stage.

Prevented Detected Missed
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Track 02 · In the product

Running an assessment

01 Pick scenarios from the library, or build your own

02 Link the agents you deployed

03 Run it on demand, or put it on a schedule

0
4

Read the verdict per atomic, with outputs 
and IOCs

05 Export the report, or ask the AI to explain the run
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Track 02 · In the product

Every technique gets a verdict

The scenario

Five atomics, each mapped to a MITRE 
ATT&CK technique

The verdict

Green shield: blocked or seen. Red shield: it 
got through.

The next fix

Last row: not prevented, not detected. 
Start there.



03Track 03 of 04

The show must 
go on
Testing every week, with the AI Operator



Track 03 · The show must go on

Prove what holds. Fix what doesn't. Repeat.

Attack

Real techniques 
against your 

controls

Outcome

Prevented, 
detected or missed

Fix

One concrete fix 
for every gap

Repeat

On schedule, and 
after every change

Every new EDR policy, GPO, firewall rule or admin account is a gig your controls haven't rehearsed.
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Track 03 · The AI Operator

A new threat hits the news. Nemesis builds the test.

01 Threat intel comes in

02 The AI Operator proposes a scenario

03 Your team approves it

04 Agents run it on your hosts

05 Results and the next step come back



Track 03 · The AI Operator, in the product

From a question to a fix

1 · Ask

Ask or explore

Daily security briefing

Attack surface discovery

DORA compliance analysis

Create custom scenario

Start from a prompt or 
today's threat intel

2 · Choose

Pick your battle

CHOOSE ONE

1 · Readiness assessment

2 · AI-attack emulation

3 · MITRE threat emulation

The operator proposes 
tests. You choose.

3 · Run

Act on results

Agents run it. Results 
come back scored.

4 · Iterate

Fix and repeat

Detection rules, missing 
atomics, re-run



Track 03 · The AI Operator, in the product

One-click intelligence, everywhere

Any result, explained in plain language

Concrete steps to close the gap

Detection rules for whatever got through

A summary your board can read

What to test next, based on your results

Anything you can click in the platform, you can also ask the AI Operator to do in a chat.



Track 03 · Dynamic assessments Coming soon

Give it an objective. It plans the attack.

An objective

Not a fixed script: a goal, like 
reaching domain admin

Phases on the fly

The AI builds each phase 
like a scenario, as it goes

Adapts to results

Picks the next atomics based 
on what was blocked or seen



04Track 04 of 04

Don't stop me now
Who gets what, and how to start



Track 04 · Don't stop me now

One run, three answers

CISO

Evidence

One page for the board and 
auditors: covered, at 

risk, trending

IT manager

Priorities

A short, ranked list of what 
to fix first, and how

Admins & SOC

Detections

Exactly which techniques 
your EDR and SIEM missed, 

so you can tune them

Mapped to MITRE ATT&CK, with NIS2 and DORA alignment built in.
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Track 04 · Don't stop me now

What teams use Nemesis for

Breach and attack simulation

SOC validation Detection 
rule testing

Ransomware 
readiness

Baseline 
hardening

Security tool 
comparison

Compliance and 
cyber drills

Data loss 
prevention

Threat group 
simulation

Purple teaming

Plus: attack surface

Domain monitoring

Look-alike domains and cloned websites

Asset monitoring

Your public IPs, domains and certificates

Port scanning

Newly opened or closed ports, as they happen
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Track 04 · For the SOC

Detection rules from real runs

Found a gap

A technique ran and nobody saw it.

Get the rule

Nemesis gives you a Sigma rule for it, mapped 
to MITRE ATT&CK.

Prove the fix

Re-run the scenario and watch the shield 
turn green.



Three things to take home

Relieving the pressure

01 Tools are not proof

Test them the way an attacker would.

02 Your defenses drift

Validate continuously, not once a year.

03 Start small

One agent, one scenario, one report.
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Track 04 · Don't stop me now

Start with one gig

1
Agent

on one 
golden image

1
Scenario

a real-world 
attack scenario

1
Report

prevention and 
detection scores, 

with fixes

Ask the Net++ team about a proof of concept.



Encore · A quick look at the dashboard

What the CISO takes to the board

Scores

Prevented, detected or missed, per technique

Coverage

Mapped to MITRE ATT&CK, so every gap has 
a name

Trend

Prevention and detection over time, run 
after run
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After the show

Questions?
Next on stage: Smells Like a Breach, from attack to response, live.

Nikos Laleas

nikos.laleas@persistent-security.net Nemesis by Persistent Security Industries · In Serbia via Net++
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